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(PCP in Horizon 2020)




The way

Pre- Operational Validation (POV) of
common application of surveillance tools

at EU level Topic sec-2012.31 -2

European Commission C(2011)5068 of 19 July 2011

to CLOSEYE (and EWISA)



EU Security Research
POV as the "evolution” in FP7 "Border" R&D

CLOSEYE and EWISA

What next?




Policy objectives:
A Contribute to setting up a European Research Area

A Support the implementation of EU policies,

A Supportthe competitiveness of the EU Industry .

PRINCIPLES:
A Collaborative R&D Min 3 entities from 3 countries

A Competitive selection based on Peer Review

A Grants (subventions): calls for proposals (shared costs,
IPR to proposers)




Security Research: eme in FP7

AI M Commission

to develop the technologies and knowledge for building capabilities
(needed to ensure the security of citizens from security threats, while
respecting fundamental human rights including privacy);

to ensure optimal and concerted use of available and evolving

technologies  to the benefit of civil European security ;

to stimulate the  cooperation of providers and users for civil security
solutions, improving the competitiveness of the European security
industry  and delivering mission - oriented research results to

reduce security gaps

MISSION DRIVEN
(confirmed in the legal basis of Horizon 2020 - Secure Societies)




FP7 (2007 i 2013) Security Re
< ) Seouny Res

Mission Areas missionsi capability gapsi R&D

European
Commission

Increasing the Security of Infrastructures and Utilities 20.0 %
Increasing the Security of the Citizens 21.0 %
Intelligent Surveillance and enhancing Border Security 15.6 %
Restoring Security and Safety in case of Crisis 22.8 %
Security systems Integration, Interconnectivity and Interoperability 7.2 %
Security and Society 8.4 %
Security research coordination and structuring 5.0 %
1.4B U: EU funding ~50 % oftotal (European) civilian Security R&D
More than 300 projects (32 borders) and 1,500 participants (21 % SME)
http://ec.europa.eu/dgs/home - affairs/financing/fundings/pdf/research -for -

security/security research catalogue 2014 en.pdf



http://ec.europa.eu/dgs/home-affairs/financing/fundings/pdf/research-for-security/security_research_catalogue_2014_en.pdf

Security Research __ FP7 Border Topics
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European

Commission
I

SEC-2007 -3.1 -01 Integrated border management system (phase 1)

SEC-2007 -3.2 -01 Main port area security system (including containers)

SEC-2007 -3.2 -02 Unregulated land borders and wide land surveillance system
SEC-2007 -3.2 -03 Integrated check points security

SEC-2007 -3.3 -01 Air 3D detection of manned and unmanned platforms

SEC-2007 -3.3 -02 Surveillance in wide maritime areas through active and passive means
SEC-2007 -3.3 -03 Solutions for ensuring disruption -tolerantend  -to -end

communication availability, relying on physical and logical technologies, on diversity of
hybrid systems

SEC-2009.3.2.1 : Main port area security system

SEC-2009.3.2.3  Exploitation of Open Source Information in Support of Decision Making
Processes

SEC-2009.3.2.2 : Sea border surveillance system

SEC-2009.3.4.1  Continuity, coverage, performance (incl. UAV), secure data link
SEC-2010.3.1 -1 European -wide integrated maritime border control system I phase ll

SEC-2010.3.2 -1 Monitoring and tracking of shipping containers
SEC-2011.3.4 -1 Security of biometric data and travel documents
SEC-2011.34 -2 dAArtificial sniffero
SEC-2011.3.4 -3 Border crossing points of the future




Security Research Call FP7 Border Topics (2)

European
Commission

SEC-2012.3.1 -1 Increasing trustworthiness of vessel reporting systems

SEC-2012.3.1 -2 Pre -Operational Validation (POV) at EU level of common application of
surveillance  tools

SEC-2012.3.4 -1 Research on "automated" comparison of x -ray images  for cargo

scanning with reference material (use of historic images in an automated environment )
to identify irregularities

SEC-2012.3.4 -2 Research and validation for sub - surface fingerprint live scanners
SEC-2012.3.4 -3 Tools and processes for assessing the impact of policies/actions on
border control

SEC-2012.3.4 -4 Innovative, cost - efficient, and reliable technology to detect humans
hidden in vehicles/closed compartments

SEC-2012.3.4 -5 Further research and pilot implementation of Terahertz detection
techniques (T  -Ray)

SEC-2012.3.4 -6 Enhancing the workflow and functionalities of Automated Border

Control (ABC) gates

SEC-2012.3.5 -1 Development of airborne sensors and data link

SEC-2013.3.2 -1 Pre -Operational Validation (POV) on land borders

SEC-2013.3.2 -2 Sensor technology for under foliage detection

SEC-2013.3.2 -3 Mobile equipment at the land border crossing points

SEC-2013.3.4 -1 Border checkpoints - hidden human detection

SEC-2013.3.4 -2 Extended border security - passport breeder document security
SEC-2013.3.4 -3 Security checks versus risk at borders




FP7 R&D Projects

(only CLOSEYE and EWISA

Air borders
33M G

Border
checks

782M 1

Surveillance

10.8M

Land border
28M G

Sea borders

95 M U

ARGUS 3D

ABC4EU
ACXIS

CONSORTIS
DOGGIES
EFFISEC
FASTPASS
FIDELITY
HANDHOLD
INGRESS

ORIGINS
SNIFFLES

SNOOPY
TERASCREEN
BEAT

OPARUS

SUNNY

EWISA
GLOBE
MOBILEPASS
TALOS

AMASS

CLOSEYE

12C
OPERAMAR
PERSEUS
SEABILLA
SUPPORT
TRITON
WIMAAS

related to border

coordinated by border  authgfities

security

Eu Europaische

AR Guidance and Surveillance 3D

ABC GATES FOR EUROPE

Automated Comparison of X -ray Images for cargo Scanning

Concealed Objects Stand -Off Real -Time Imaging for Security

Detection of Olfactory traces by orthoGonal  Gas identification technologlES
Efficient Integrated Security Checkpoints

A harmonized, modular reference system for all European automatic border crossing points
Fast and trustworthy Identity Delivery and check with
HANDHold - HANDHeld OLfactory  Detector

Innovative Technology for Fingerprint Live Scanners
Recommendations for Reliable Breeder Documents Restoring e

Border Security

ePassports  leveraging  Traveler privacy

- Passport Confidence and Leveraging Extended

Avrtificial sniffer using linear ion trap technology

Sniffer for concealed people discovery

Multi -frequency multi -mode Terahertz screening for border checks
Biometrics Evaluation and Testing

Open Architecture for UAV -based Surveillance System) (topic : SEC
performances, secure datalink

-2009.3.4.1 Continuity, coverage,

Smart UNmanned aerial vehicle sensor Network for detection of border crossing and illegal entrY

EARLY WARNING FOR INCREASED SITUATIONAL AWARENESS

European Global Border Environment

A secure, modular and distributed mobile border control solution for European land border crossing points
Transportable Autonomous patrol forLand bOrder Surveillance

Autonomous maritime surveillance system

Collaborative evaluation  Of border Surveillance technologies in maritime Environment
validation of innovativE  solutions

Integrated System for Interoperable sensors & Information sources for Common abnormal vessel behaviour
detection & Collaborative identification of threat

An InteroOPERAble Approach to the European Union MARitime  Security Management
Protection of European seas and borders through the intelligent use of surveillance

Sea Border Surveillance

Security UPgrade for PORTs

Trusted Vessel Information from Trusted On

WIDE MARITIME AREA AIRBORNE SURVEILLANCE

-board Instrumentation

bY pre -operational

SELEX ES SPA

INDRA
EMPA

VTT

IV LAB GIE

MORPHO

Austrian  Institute of Technology
MORPHO

QUEEN'S UNIVERSITY
MORPHO

BELFAST

MORPHO
TWI LIMITED

UNIVERSITA' BRESCIA
ALFA IMAGING SA
IDIAP Research Institute

SAGEM DEFENSE SECURITE

BMT GROUP LIMITED

Polita de Frontiera Romana
TELVENT INTERACTIVA, S.A.
Austrian  Institute of
PIAP

Technology

CARL ZEISS OPTRONICS

MINISTERIO  INTERIOR

DCNS

THALES

INDRA

SELEX ES

BMT

ISTITUTO SUPERIORE M.BOELLA
THALES SYSTEMES AEROPORTES



8 Steps of EUROSUR Roadmap
COM(2008)68final of 13.2.2008

1) National coordination centres (NCCs)
EUROSUR communication network
Cooperation with 3 countries

Phase 1: Streamlining &
interlinking national border
surveillance systems

Phase 2: Common tools
for border surveillance
at EU level

Phase 3: Common
Information Sharing
Environment (CISE) for
the EU maritime domain

R&D to improve performance
Common application of surveillance tools

)
3)
4)
5)
6) Common Pre-frontier Intelligence Picture
7)
8)

CISE for internal security purposes
CISE (4all)

REGULATION (EU) No 1052/2013 of 22 October 2013
establishing the European Border Surveillance System

(EUROSUR)




European

and Baltic Seas

To be determined following 2008 Communication

Commission
Phases / Steps Responsible ETU funding Timetable
2008 2009 2000 | 2011 [ 2012 2013

« | 1. Setting up of Member States | External Borders | Programming. Procurement.
£ | national coordination Fund (EEF) Risk assessment Beport on Implementation Beserve year
-E centres and national by FRONTEX guidelines
£ |_surveillance systems
i 1. Communication Member EBF for Member | Stody on network | Presentation of
& | network between States: States” parts; architecture study and Implementation Beserve year
.= | national centres FRONTEX FRONTEX discussion
E including FRONTEX budget
= | 3. Support for Council, FRONTEX Study on Presentation of
= | neighbouring FRONTEX, budget for study | surveillance study and To extent possible, suppert to selected third countries
: countries in setting up | Conunission infrastructure dizcussion

infrastrocture

4. Research and Commission 7% Framework

development to Programme for

improve surveillance research and Programming and execution of B&D projects to improve performance of surveillance tools
% tools development
= {FPT)
£ | 5 Commeon Commission, FP7 Study on Presentation of
E | application of FRONTEX conunon study and Implementation
E surveillance tools application of discussion
- surveillance
= tools

6. Common pre- Comumission, ERBT for study. Development of | Presentation of

fromntier intellizence FRONTEX FRONTEX for concept concept Implementation

picture implementation

7. Integrated network | Member EBF and FP7 for | Studies on Presentation of
z¢ | for Mediterranean States, studies architecture and | system
Z | Sea, Canary Islands Commission preparatory architecture for Implementation of EUE.OSUR relevant part
£ | and Black Sea action (Maritime | EUROSUR part
- Policy of EU)
— | 8. Extension to Council, .
= Atlantic Ocean, North | Comumission To be decided
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Research routes in R&D for
Security

-Demonstration Programme
PERSEUS (27 Mu EC contr.)

SEABILLA (10 MU EC contr.)

I2C (10 MU EC contr.)
SUNNY (10 Mu EC contr.)

POV CLOSEYE (9 Mu EC contr.)

-> (WIMAAS, AMASS, TRITON)

OPARUS




